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GDPR and Privacy Policy
Introduction
Wilbar Associates Limited needs to collect and use certain types of information about the Individuals or Service Users who come into contact with Wilbar Associates Limited in order to carry out our work. This personal information must be collected and dealt with appropriately whether it is collected on paper, stored in a computer database, or recorded on other material and there are safeguards to ensure this under the GDPR Act, 2018.

Data Controller
The Data Controller whose details can be found in this policy determines what purposes personal information held will be used for. They are also responsible for notifying the Information Commissioner of the data it holds or is likely to hold and the general purposes that this data will be used for.

Disclosure
Wilbar Associates Limited may share data with other agencies such as the local authority, funding bodies and other voluntary agencies.
The Individual/Service User will be made aware in most circumstances how and with whom their information will be shared.  There are circumstances where the law allows Wilbar Associates Limited to disclose data (including sensitive data) without the data subject’s consent.
These are:
a)	Carrying out a legal duty or as authorised by the Secretary of State 
b)	Protecting vital interests of an Individual/Service User or other person
c)	The Individual/Service User has already made the information public
d)	Conducting any legal proceedings, obtaining legal advice or defending any legal rights  
e)	Monitoring for equal opportunities purposes – i.e. race, disability or religion
f)	Providing a confidential service where the Individual/Service User’s consent cannot be obtained or where it is reasonable to proceed without consent: e.g. where we would wish to avoid forcing stressed or ill Individuals/Service Users to provide consent signatures.


Wilbar Associates Limited regards the lawful and correct treatment of personal information as very important to successful working, and to maintaining the confidence of those with whom we deal.  
Wilbar Associates Limited intends to ensure that personal information is treated lawfully and correctly.





To this end, Wilbar Associates Limited will adhere to the Principles of GDPR, as detailed in the GDPR Act, 2018.

Specifically, the Principles require that personal information:
a)	Shall be processed fairly and lawfully and, in particular, shall not be processed unless specific conditions are met;
b)	Shall be obtained only for one or more of the purposes specified in the Act, and shall not be processed in any manner incompatible with that purpose or those purposes;
c)	Shall be adequate, relevant and not excessive in relation to those purpose(s);
d)	Shall be accurate and, where necessary, kept up to date;
e)	Shall not be kept for longer than is necessary;
f)	Shall be processed in accordance with the rights of data subjects under the Act;
g)	Shall be kept secure by the Data Controller who takes appropriate technical and other measures to prevent unauthorised or unlawful processing or accidental loss or destruction of, or damage to, personal information;
h)	Shall not be transferred to a country or territory outside the European Economic Area unless that country or territory ensures an adequate level of protection for the rights and freedoms of Individuals/Service Users in relation to the processing of personal information.

Wilbar Associates Limited will, through appropriate management and strict application of criteria and controls:
· Observe fully conditions regarding the fair collection and use of information
· Meet its legal obligations to specify the purposes for which information is used
· Collect and process appropriate information, and only to the extent that it is needed to fulfil its operational needs or to comply with any legal requirements
· Ensure the quality of information used
· To take appropriate technical and organisational security measures to safeguard personal information
· Ensure that personal information is not transferred abroad without suitable safeguards
· Treat people justly and fairly whatever their age, religion, disability, gender, sexual orientation or ethnicity when dealing with requests for information
· Set out clear procedures for responding to requests for information
· Ensure that the rights of people about whom information is held, can be fully exercised under the Act. These include: 





The right to be informed that processing is being undertaken,
The right of access to one’s personal information
The right to prevent processing in certain circumstances and 
The right to correct, rectify, block or erase information which is regarded as wrong information)

Data collection
Data is collected verbally and using forms. The data collected can include name, company, address, telephone number, date of birth, email address and relevant qualifications.  Where payment is made during a booking; credit card number, expiry dates and security numbers are also collected and stored on a secure server.
Informed consent is when
•	An Individual/Service User clearly understands why their information is needed, who it will be shared with, the possible consequences of them agreeing or refusing the proposed use of the data 
•	And then gives their consent.
Wilbar Associates Limited will ensure that data is collected within the boundaries defined in this policy. This applies to data that is collected in person, or by completing a form.
When collecting data, Wilbar Associates Limited will ensure that the Individual/Service User:
a)	Clearly understands why the information is needed;
b)	Understands what it will be used for and what the consequences are should the Individual/Service User decide not to give consent to processing;
c)	As far as reasonably possible, grants explicit consent, either written or verbal for data to be processed;
d)	Is, as far as reasonably practicable, competent enough to give consent and has given so freely without any duress;
e)	Has received sufficient information on why their data is needed and how it will be used.

Data Storage
Information and records relating to service users will be stored securely and will only be accessible to authorised staff and volunteers.





Data is securely stored on Head Office computer systems - all of which require personal passwords. Hard copies are stored in files and kept in locked cupboards.
Current hard copy files are kept accessible in Head Office, these are stored in locked cabinets and drawers.
Lantra Sector Schemes hard copy data including copy certificates, course paperwork is to be retained for 7 years. All other archived hard copy paperwork is kept for 5 years upon which the files are removed by S4B – Secure Document Shredding. S4B confidentially shred and recycle all paperwork they receive. Information held regarding courses and attendees on the Wilbar Associates Database is kept indefinitely.
Credit Card forms are shredded once payment has been cleared.
Information will be stored for only as long as it is needed or required statute and will be disposed of appropriately.
It is the responsibility of Wilbar Associates Limited to ensure all personal and company data is non-recoverable from any computer system previously used within the organisation, which has been passed on/sold to a third party.
Request For Data removal; Should any of our clients wish to have their data removed it must be done so in writing and will be responded to within one month of the request. Should the request be clearly unfounded, excessive or malicious, or otherwise not covered by the GDPR, Wilbar Associates Limited can charge for their time taken to handle these requests.

Data access and accuracy
All Individuals/Service Users have the right to access the information Wilbar Associates Limited holds about them. Wilbar Associates Limited will also take reasonable steps ensure that this information is kept up to date by asking data subjects whether there have been any changes.
All individuals that request access for data will be asked to do so in writing and then provide within one month of request.
In addition, Wilbar Associates Limited will ensure that:
•	It has a Data Protection Officer with specific responsibility for ensuring compliance with Data Protection;
•	Everyone processing personal information understands that they are contractually responsible for following good data protection practice;
•	Everyone processing personal information is appropriately trained to do so;
•	Everyone processing personal information is appropriately supervised;
•	Anybody wanting to make enquiries about handling personal information knows what to do;
•	It deals promptly and courteously with any enquiries about handling personal information;




•	It describes clearly how it handles personal information;
•	It will regularly review and audit the ways it hold, manage and use personal information;
•	It regularly assesses and evaluates its methods and performance in relation to handling personal information;
•	All staff are aware that a breach of the rules and procedures identified in this policy may lead to disciplinary action being taken against them.

Reporting personal data breaches
In certain circumstances, the GDPR will require Wilbar Associates Limited to notify the ICO of any personal data breach. Wilbar Associates Limited has put in place appropriate procedures to deal with any personal data breach and will notify the ICO and/or data subjects where they are legally required to do so. 
If you know or suspect that a personal data breach has occurred, you must contact the Data Controller immediately to report it and obtain advice and take all appropriate steps to preserve evidence relating to the breach.

Transfers outside of the European Economic Area (EEA) 
The GDPR prohibits the transfer of personal data outside of the EEA in most circumstances in order to ensure that personal data is not transferred to a country that does not provide the same level of protection for the rights of data subjects. As laid out in the Glossary of this policy, a “transfer” of personal data is defined as, and includes, transmitting, sending, viewing or accessing personal data in or to a different country. 

Privacy Policy
This Privacy Policy sets out how we, Wilbar Associates Limited, obtain, store and use your personal information.

Website
By using our services and website, https://www.wilbarassociates.co.uk, you agree to the use and treatment of your personal information in accordance with this Privacy Policy.
In order to register and receive or use any of our services, including those on our website, you need to give us some personal information. Our website collects this information via the use of online forms.





We will hold this information for as long as it is needed for the service you have requested and remove it when that purpose has been met or in line with our Governing Bodies’ rules and regulations.
In the case of an online information service, such as email alerts, we will remove your details if you inform us that you no longer wish to continue to receive the service.
We will only use your personal data when the law allows us to. Most commonly, we will use your personal data in the following circumstances.
•	Course booking: to perform a task in the interest of the candidate.
•	Legal obligation: to comply with the law (not including contractual obligations).
•	Contract: for a contract with you, or because you have asked us to take specific steps before entering into a contract.
•	Vital interests: to protect someone’s life.
•	Legitimate interests: to protect the interests of the Wilbar Associates Limited or someone else unless there is a good reason to protect your data which overrides those other interests.
•	Consent: you have specifically agreed to our use of your data and we have no other legal basis for processing it
•	when you fill in a form on our website 
•	when you contact us by phone, email or in writing
•	when you use post or react to our social media channels 
•	when you order goods or services from us

How we collect anonymous information about your behaviour
We indirectly collect anonymous information about you to get a general idea of how our website is performing, this information is not linked directly to you, but third-party services outside of our control may use this to profile your activities and provide relevant advertising on other platforms. This may occur at any time while you are browsing our website.
Cookies
Cookies are small packets of information stored on your device used to keep a record of your history while using a particular website. This could be used to tailor page content to your past behaviour, to keep hold of information that lets us know if you’ve logged in, or to let us know what items you’ve added to a shopping cart. The cookies under our control are only visible to you and to our website.
While you are free to disable cookies on your browser, doing so may impact the functionality of this and other websites you visit and as such is not recommended.





Third-Party Cookies
We use other services to help us to deliver our website, and they may also store cookies on your device to display personalised content or to gather statistics while you are visiting our website. We’ll list those in detail and give a brief overview of why and how we use them below.
Contact Forms:
Information you submit to us on a contact form will be sent by email to our staff and will remain stored on the website or within backups for a maximum of 90 days in case the email doesn’t get to us. If we intend to retain information for marketing purposes, we will ask you first and give details on the form.
Third Party Analysis Tools:
We use the following third-party services to track and monitor visitor flows and behaviour;
Google Analytics
Google analytics provides us with detailed web statistics and real-time monitoring to help us measure the performance of our web site. Google’s privacy policy is available in full at https://www.google.com/policies/privacy/
Social Media Services:
Some pages of our web site may connect with the following social media services. These may use third party cookies to connect with your own account to provide personalised content;
Facebook
We use functionality from Facebook to display personalised content, or to allow you to share content with your friends. We do not have any direct access to information relating to your Facebook account. For detail on Facebook’s privacy policy please visit https://www.facebook.com/privacy/explanation
Twitter
We use functionality from Twitter to display personalised content or to allow you to share content with your followers. We do not have any direct access to personal information relating to your Twitter account. For detail on Twitter’s privacy policy please visit https://twitter.com/en/privacy
Email Communication Services:
We use the following third-party services to send email, so they will indirectly have access to a portion of your activity and some of your personal details. Once an email leaves systems we use directly, it may be routed through any number of other systems;
MailChimp
Mailchimp provides a means for our web site to send email to staff and site visitors, as such information will be passed through their services. Email content is retained for logging purposes for a short time. Mailchamp privacy policy can be reviewed in full at https://mailchimp.com/legal/privacy/




GDPR – your rights
•	To request access to your personal data.
•	To request correction of our records.
•	To request removal of data or limit our use of it - This right is not absolute, and we may not be able to comply with your request. You have a right to have personal data erased and to prevent types of data processing in the following specific circumstances;
-	Where the personal data is no longer necessary in relation to the purpose for which it was originally collected/processed.
-	When you withdraw consent we have relied upon.
-	When you object to the processing and there is no overriding legitimate interest for continuing the processing.
-	The personal data was unlawfully processed.
-	The personal data has to be erased in order to comply with a legal obligation.
-             The personal data is processed in relation to the offer of information society services to a child.
•	To object to processing: In some cases, we may need to explain that we have good grounds to continue to process your information.
•	To data portability: This right allows individuals to obtain and reuse their personal data for their own purposes for different services. This only applies to personal data provided by you, with your consent or for the performance of a contract, and when processing is automated.
•	Not to be subject to automated decision-making, including profiling: This right only applies where the decision is based on automated processing and we do not undertake any automated decision-making, including profiling.
•	To withdraw consent (when this is the only basis for our use of your data).


CCTV 
We operate a 24-hour closed-circuit television system (CCTV) at our centres for the purposes of staff and visitor safety, and for quality assessment compliance. The system is not continually monitored but may be reviewed in the case of an incident, or for external assessment from our awarding bodies. These recordings will not be held for longer than six [6] months, which is as long as required by our awarding bodies.

Who we share your information with
Your personal information may be shared with internal departments of Wilbar Associates Limited or external organisations and agencies involved in delivering services on our behalf.
Statutory services such as education may involve collecting, using and sharing sensitive personal data as defined by the GDPR. We do not disclose or share sensitive or confidential information without your explicit consent, except in a small number of situations where:
•	disclosure is required by law







•	we have good reason to believe that failing to do so would put you or someone else at risk of harm.

You may decide you do not wish your personal information to be collected or shared, or may wish to set conditions on our use of it. In such cases we may not be able to provide the service you require, or may only be able to provide it in a limited way. There are occasions where we have a legal obligation to collect or use personal information without consent.
We may use personal information to identify individuals who need additional support during emergencies or major incidents, for example, in an emergency evacuation.

Data security
We have put in place security measures to prevent your personal data from being lost, used or accessed in an unauthorised way, altered or disclosed inappropriately.
We also limit access to your personal data to those employees, agents, contractors and other third-parties who have a need to know in order for our service to be provided. They will only process your personal data on our instructions and are subject to a duty of confidentiality.
We have procedures to deal with any suspected breach of the rules about personal data and will notify you, and the regulator, of a breach where we are required to do so.

Electronic communications
We reserve the right to monitor and record electronic communications (website, email and phone conversations) for the purposes of keeping records, staff training, detection, investigation and prevention of crime.
•	Phone conversations: We will inform you if your call is being recorded or monitored.
•	Email: Emails that we send to you or you send to us may be kept as a record of contact and your email address stored for future use in accordance with our record retention policy. If we need to email sensitive or confidential information to you, we will perform checks to verify the correct email address and may take additional security measures. If sending us such information we recommend using our secure online forms where the option is made available, or the postal service.
•	Website: Our website does not store or capture personal information of visitors using the site through general public access, but it does log visitors' IP addresses. Cookies are not used for the general running of our website, but are used to enable requested services. Using our website confirms your acceptance of our use of cookies.












Equality data
We may use equality data such as ethnic, gender, sexual orientation and age information to compile statistics in order to comply with equality legislation and assist in planning services.
Such data does not identify individuals or affect anyone’s entitlement to services.

Our Details
Our company name is Wilbar Associates Limited and we operate from Woodbrooke Farm, Toat Lane, Pulborough, West Sussex, RH20 1BX, United Kingdom. You can contact us directly via our web site, via email at mail@wilbarassociates.co.uk or via telephone on 01798 874653.

Questions or Complaints
We have appointed a data controller who is responsible for overseeing issues in relation to this privacy notice. If you have any questions about this privacy policy, please contact us through the channels listed above.
This policy will be updated as necessary to reflect best practice in data management, security and control and to ensure compliance with any changes or amendments made to the GDPR Act, 2018.
In case of any queries or questions in relation to this policy please contact the Wilbar Associates Limited GDPR Controller:
Signed:    Duncan Driver
Name:      Duncan Driver
Position:  Director
Contact Info: duncan@wilbarassociates.co.uk / 01798 874653
Date:  31/10/2024
Review Date: 30/06/2025










Glossary of Terms
Data Controller – The person who (either alone or with others) decides what personal information Wilbar Associates Limited will hold and how it will be held or used.
GDPR – The UK legislation that provides a framework for responsible behaviour by those using personal information.
Data Controller– The person(s) responsible for ensuring that Wilbar Associates Limited follows its data protection policy and complies with the GDPR Act, 2018.
Individual/Service User – The person whose personal information is being held or processed by Wilbar Associates Limited for example: a client, an employee, or supporter.
Explicit consent – is a freely given, specific and informed agreement by an Individual/Service User in the processing of personal information about her/him. Explicit consent is needed for processing sensitive data.
Notification – Notifying the Information Commissioner about the data processing activities of Wilbar Associates Limited, as certain activities may be exempt from notification.
The link below will take to the ICO website where a self-assessment guide will help you to decide if you are exempt from notification:  http://www.ico.gov.uk/for_organisations/data_protection/the_guide/exemptions.aspx 
Information Commissioner (ICO) – The UK Information Commissioner responsible for implementing and overseeing the GDPR, 2018.
Processing – means collecting, amending, handling, storing or disclosing personal information.
Personal Information – Information about living individuals that enables them to be identified – e.g. name and address. It does not apply to information about organisations, companies and agencies but applies to named persons, such as individual volunteers or employees within an established group.
Sensitive data – refers to data about:
•	Racial or ethnic origin
•	Political affiliations
•	Religion or similar beliefs
•	Trade union membership
•	Physical or mental health
•	Sexuality
•	Criminal record or proceedings
Transfer – to the transfer of personal data is defined as transmitting, sending, viewing or accessing personal data. It is not lawful by the GDPR, 2018 to transfer an individual’s collected data to any country outside of the European Economic Area (EEA) under most circumstances, due to concerns that those countries may not have similar established protections on the use or sharing of that data.
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